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CHANGE

HEALTHCARE

I
‘...may bankrupt our practice of 50 years in

- - Physician practices are resilient, but disruptions from the cyberattack have fo: lices to adapt
this rural community... S T
personal funds to cover practice resulting in penalties. Other overhead costs are not able to
i expenses be paid, also resulting in late fees.”
Change Healthcare CyberattaCk ImpaCt * 44% were unable to purchase supplies | “Our bank account is not going to cover payroll soon. We

Key takeaways from informal AMA survey "This Cybel'attaCk iS Ieading me to bankruptq

31% were unable to make payroll have cut back on supply ordering.”
However, even facing all these payment |
and claim disruptions, only 15% of

"..We are barely able to pay employees and can't pay our

Over 1,400 individuals responded to an informal AMA survey of the Federation of Medicine (state medical . " o~ vendors”
associations and national medical specialty societies) on the impact of the Change Healthcare cyberattack d ' t b t t f h practices have reduced office hours
on physiclan practices. The survey was open o respondents from March 26 - Apni 3, 3024. Respondents codd an am just about out oT cas e R — ”

skip questions; not all questions have 1,400 respondents. hyslelan practices are
« 48% of respondents have engaged alternative clearinghouses to conduct electronic transactions

I ing to get ired by a hospital e :
am now going to get acquir Yy a hospita e R s My g Rt e g S e s s

practices I

Practice demographics: Most responses came from practices with fewer than 10 phys

1207 [Practices with 99 or fewer physicians
74 [Practices with 100 to 999 physicians 5 s much to ta
30 [Practices with 1,000+ physicians st be l t t be t h f I “Approximately $10,000 just for the set-up of a ‘back-up’ clearinghouse. Additionally, one of our payers has
IAdditional details: S em cause ust can ar e Tinancia changed dlearinghouses, and they have told us that we are going to have an additional 2% charge on all
32 Single-provider praciices claims, which will cost the organization approximately $1,000,000

o o -
oo Fracicos with < 10 physicans respons|b|||ty |
{ssues persist (N=443)

the time to switch clearinghouses.”

ce Feb. 21 and are still feell

55% of respondents said they used
personal finances
12% of respondanis have recsived

“50000 much overtime dealing with this. Cost me additional

Over 77% of respondents have experienced service disruptions
39:
$50,000 in payroll.”

effects of the cyberattack (N:

reported that several ies have been resulting ina use of 12nlipond ot 10000 —_—
workarounds : #
o 0.7%h: i . ing pai -
Resticted functionality has resulted in: 0.7% bave cr:;e;lw:‘ assistance fom | “All of our expenses are being paid from my parsonal account
/ have experienced suspension in claim payments |  “Not being able to send paper © Naary 25% have rocaived “This crippled our brand new practice. | am keeping the lights
o 3% have not been able o submil claims claims to the insurance companies bk sty bt i on using personal funds.”
©+ 9% 11ave ot besn abls o ctaln Slecsonio remitance: that require electronic billing for Group/Optum “I have not taken a salary for a month and am borrowing from

. o
advice this thme i need® L " N e
i CH—— much overtime dealing wi is. Cost me itiona S5t St astanc o | peant fns o ke i
Considerable use of both manual and electronic workarounds: i
o 31% have employed both workarounds to be paid for claims °
o 31% have had to use both workarounds to submit claims So om in pa I'O" ” Man, ndents are concerr the ne imy k has had on
o 25% have had to use both workarounds to obtain electronic remittance advice ’ p y - “Severely affected our ability to manage pain care with our cancer patients”
, 25% have had to use both workarounds to verify eligibility for benefits
In addition, the survey revealed that many practices reported disruptions in electronic lab ordering.

patients had procedures delayed due to lack of access”

anyone needing prior authorization has been unable to get their medicines. | have on patient that was unable

Tl . ,esti mated s 1 oo'ooo in u nexpe CtEd costs‘ :o'gz:flkl:;:)yielogiallov two months as she was unable to afford the cash cost and her disease flared

inability to verify and accept patient insurance prior to visits, which then don't happen.”
“...patients are suffering from delays in medical care and increased medical bills because alternative options

78% have lost f { that they have be A . A " " -
i e bty | g e “All of our expenses are being paid from my personal account e

51% have lost revenue from the inability to charge patient

80% have lost revenue from unpaid claims
85% have had to commit additional staff time/resources ...may bankrupt our practice of 50 years in
to complete revenue cycle tasks this rural community..

. “Iam now going to get acquired by a hospital

co-pays or remaining obligations ot s |t s over S Sttt The informal at significant . especially for small practices. The survey was conducted after
ibility” UnitedHealth GIDIID (UHG) said lhaY claims would be flowing by the weekend of March 23”. Despite UHG's assurances, serious

responsibility’ disruptions continue. The survey is also a reminder of the fragility of physician practices. Visit the AMA website for more information.

“This crippled our brand new practice. | am keeping the lights
on using personal funds.’

1 52024 Amaroan Madcal Ansociaion A ighsrserved. 2 2024 Ao M Asociaton. Al g esenng

‘I have not taken a salary for a month and am borrowing from
personal funds to keep practice going”
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IRIS, MIPS, & Security Analysis
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Merit-Based Incentive Payment System (MIPS)
Promoting Interoperability Performance Category
Measure
2023 Performance Period

Protect Patient Health Information

Security Risk Analysis
Conduct or review a security risk analysis in accordance with the requirements
in 45 CFR 164.308(a)(1), including addressing the security (to include
encryption) of ePHI data created or maintained by certified electronic health

recor T) in with requi in 45 CFR
164.312(a)(2)(iv) and 45 CFR 164.306(d)(3), implement security updates as
necessary, and correct identified security deficiencies as part of the MIPS
eligible clinician’s risk management process.

2023 IRIS® Registry

Measure ID: PI_PPHI_1

Definition of Terms Assessment Tool v3.4
N/A

Reporting Requirements

TSNS User Guide

To meet this measure, MIPS eligible clinicians must attest YES to conducting or reviewing a
security risk analysis and implementing security updates as necessary and correcting identified
security deficiencies.

DISCLAIMER

or more information abou the HIPAA Priviey and
Civil Rights (OCR) Health Informtion Privacy. website. at
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Meaningful Use & Security Risk Assessment

7 Security Risk Assessment - =] X
| —
HealthITgov X\ Sl
= Newsroom - FAQs Multimedia Implementation Resources practice  assessment  summary
f} Home | p ’
7 < Understand your security risk assessment by reviewing the matrix below.
Providers & Professionals o Practice Info s ¥ Y 9 3 Export
Click within each section to view your areas of review and corrective action plans.
EHR Incentives &
Benefits of EHRs How to Implement EHRs » Privacy & Security Certification EI/ Assessment
fealthiT.gov  For Providers & Professionals > Privacy & Security > Security Risk Assessment > Top 10 Myths of Security Risk Analysis ﬁ{ll Reports Risk Breakdown
Security Risk Assessment Risk Report Pt mpact
N Acceptable Tolerable Intolerable
Detailed Report Rating Key little to no effect moderate effect critical effect

Improbable

Low Medium High
risk unlikely to occur 9

cudetoprivacyans  10P 10 Myths of Security Risk Analysis Flagged Report

°
Security of Electronic g
Health Information As with any new program or regulation, there may be misinformation making the rounds. Remediation Rep... = Possible T Modim
The following is a top 10 list distinguishing fact from fiction. @ Gl } risk likely to occur
: ossary =
Health IT Privacy and = Probable S
Security Resources 1. The security risk analysis is optional for small providers. . iyl o High Critical
ave
p ; * False. All providers who are “covered entities” under HIPAA are required to perform a . 0@0 ‘ 2 . 1
Mobile Device risk analysis. In addition, all providers who want to receive EHR incentive payments Save As
Privacy and Security
must conduct a risk analysis
3] Logout
Model Notices of 2. Simply installing a certified EHR fulfilis the security risk analysis MU requirement w Vulnerabilities
Privacy Practices
* False. Even with a certified EHR, you must perform a full security risk analysis.
Patient Consent for Security requirements address all electronic protected health information you Section 3: Security & Workforce
eHIE maintain, not just what is in your EHR. Vulnerabilities & Threats
Pr & Security 3. My EHR vendor took care of everything | need to do about privacy and security.
Iva ul & m
Tminic:g Games Failure to hold workforce members accountable for undesired actions
* False. Your EHR vendor may be able to provide information, assistance, and training
on the privacy and security aspects of the EHR product. However, EHR vendors are Insid . ina di .
Cybersecurity not responsible for making their products compliant with HIPAA Privacy and Security nsider carelessness causing disruption to computer systems
Rules. It is solely your responsibility to have a complete risk analysis conducted. . .
Security Risk Insider carelessness exposing ePHI to unauthorized persons or | ] v
Assessment 4. | have to outsource the security risk analysis.
g * False. Itis possible for small practices to do risk analysis themselves using self-help
Security Risk

Assessment Tool tools. However, doing a thorough and professional risk analysis that will stand up to a

Version Information
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Security Risk Analysis
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Pearl #1 — Define Scope of Security Risk Analysis
Pearl #2 — Gather data

Pearl #3 — ldentify potential threats

Pearl #4 — Assess Existing Security Measures

Pearl #5 — Determine Likelihood of Threat Occurrence
Pearl #6 — Determine the Level of Risk

Pearl #7 — Identify and Document Improved Security Measures
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Hollywood Presbyterian Medical Center

"Locky" sets your wallpaper to make sure you know what to do next

bitcoin

— ACCEPTED HERE
wikipedia (Junkyardsparkle)
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‘Locky” cryptolocker ransomware

WHAT TO DO?

* Backup regularly and keep a recent backup copy off-site. There are dozens of ways other than
ransomware that files can suddenly vanish, such as fire, flood, theft, a dropped laptop or even an
accidental delete. Encrypt your backup and you won't have to worry about the backup device
falling into the wrong hands.

+ Don't enable macros in document attachments received via email. Microsoft deliberately
turned off auto-execution of macros by default many years ago as a security measure. A lot of
malware infections rely on persuading you to turn macros back on, so don't do it!

¢ Be cautious about unsolicited attachments. The crooks are relying on the dilemma that you
shouldn't open a document until you are sure it's one you want, but you can't tell if it's one you
want until you open it. If in doubt, leave it out.

* Don't give yourself more login power than you need. Most importantly, don't stay logged in as
an administrator any longer than is strictly necessary, and avoid browsing, opening documents or
other "regular work" activities while you have administrator rights.

* Consider installing the Microsoft Office viewers. These viewer applications let you see what
documents look like without opening them in Word or Excel itself. In particular, the viewer
software doesn't support macros at all, so you can't enable macros by mistake!

* Patch early, patch often. Malware that doesn't come in via document macros often relies on
security bugs in popular applications, including Office, your browser, Flash and more. The sooner
you patch, the fewer open holes remain for the crooks to exploit.

[ Follow @Nakeasecurty NETTATTY
W Follow @duckblog [ENaL TSy
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T. Boone Pickens |Idea of Cybersecurity ...
o R

What's my secret to cyber security? The only
think | use is a yellow notepad.
pickensplan.com/?p=11550

10 19 EaizaDEES

10:02 AM - 1 Oct 2016
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% ’/(C Top 10 Tips for Cybersecurity in Health Care \

'
%.
ey
Vdaaq

'Q! 1. Establish a Security Culture

. 2. Protect Mobile Devices

M 3. Maintain Good Computer Habits

@ 4. Use a Firewall

w

A 5. Install and Maintain Anti-Virus Software

»

& 6. Plan for the Unexpected

(a3 7. Control Access to Protected Health
Information

%, 8. Use Strong Passwords and Change Them
Regularly

W 9. Limit Network Access
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#2 10. Control Physical Access
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Cybersecure — Your Medicare Practice

O Cybersecure

Your Medical Practice

At a conference, | learned about the “
importance of securing the network and
hardware infrastructure in my office. |

= = ddonoxil
7 T =
O Cybersecure ™
I Your Medical Practice '_

& ' Your Score ¢ :
UCybersecure \\‘L\—r\/ 1 | Y T f _
Your Medical Practice A O Cvb V&4 </ : —
; ybersecure @ Research network security in order to
, e Your Medical Practice 7 & select and implement the best
, \ ur Sc

configurations for the needs of the office.
[ 7 ’

Buy the hardware and/or software to
secure your network and ask around for
someone willing to do the installation.

N SF_RVIC[:: <
W Sey,

Health'ﬁ-\*gov

Advancing America’s Health Care

‘ " Your Score | 48 i ) —
\ > S — = f : Hire technical support to assess your
\ = v\ \/ / ; : current network configuration,

%
%,
“l*’claq

This game module is intended to raise awareness and increase understanding of common privacy and security issues related to
health information technology. It is not an exhaustive representation of all the privacy and security issues a practice may
encounter. The information contained in this game module is not intended as legal advice nor should it substitute for legal
counsel. For additional information or advice specific to the needs of your organization, consult an attomey or IT professional

Assign an office staff member to secure |
your network. |
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Ravi’'s Practical Pearls 2024

* Pearl #1 — Who 1s your IT specialist? Could you text them right now?
* Pearl #2 — Who backs up the data? How often? On-site or off site?
* Pearl #3 — Does your team use internet from desktops or server?

* Pearl #4 — Are all mobile devices encrypted? Wif1 secure?

* Pearl #5 — How often 1s your security software backed up?

* Pearl #6 — Don’t outsource cybersecurity!
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RaviGoelMD@gmail.com

® @RaviGoelMD (O

www.ProtectingSight.com

_&X\\\‘W///C%A_ AMERICAN ACADEMY ™ Brotecting Sioht. £ e Liveer
7/////“\\\\\% OF OPHTHALMOLOGY rotecting 1|95 . Empowering Lives.



\\\W// AMERICA
¥ B




