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T. Boone Pickens Idea of Cybersecurity ...

What's my secret to cyber security? The only
think | use is a yellow notepad.
pickensplan.com/?p=11550
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The good old days
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Hollywood Presbyterian Medical Center
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Top 10 Hacking/IT Incidents

Individuals
Covered Entity Affected
S S 1 Welltok, Inc. 14,762,475
VIS |® N 2 HCA Healthcare 11,270,000
PARTNETR RS 3 Maximus, Inc. 9,179,226
8 Perry Johnson &
ZimiliE | | Asszciates, Inc. 8,052,212
Managed Care of North
2 million 5 America 8,861,076
’;, 6 PharMerica Corporation 5,815,591
7 HealthEC LLC 4,656,293
E Y E ‘ 2 F 8 Healtthuity, Inc. 4,300,000
- 9 Reventics, LLC 4,212,823
L E A D E RS | Concentra Health
' 10 Services, Inc. 3,998,163
\\w// AMERICAN ACADEMY ™ 1. US Dept HHS Breach of Unsecured Protected Health Information 133 m|II|0n (2023)
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Change Healthcare cyberattack impact
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“...may bankrupt our practice of 50 years in
| this rural community...”

“This cyberattack is leading me to bankruptcy
and | am just about out of cash”

“I am now going to get acquired by a hospital
system because | just can’t bear the financial
responsibility”
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“SO0000 much overtime dealing with this. Cost me additional
$50,000 in payroll.”

“...estimated $100,000 in unexpected costs.”

“All of our expenses are being paid from my personal account”

“This crippled our brand new practice. | am keeping the lights
on using personal funds.”

“I have not taken a salary for a month and am borrowing from
personal funds to keep practice going”
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IRIS, MIPS, & Security Analysis

0 - Quality Payment
FROGNAW 4

Merit-Based Incentive Payment System (MIPS)
Promoting Iinteroperability Performance Category
Measure
2023 Performance Period ‘

2023 |IRIS* Registry

Security Risk

Definition of Terma Assessment Tool v3.4

Reporting Requirements
reswo _ User Guide
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Meaningful Use & Security Risk Assessment
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Security Risk Analysis

* Pearl #1 — Define Scope of Security Risk Analysis
« Pearl #2 — Gather data

* Pearl #3 — Identify potential threats

* Pearl #4 — Assess Existing Security Measures

« Pearl #5 — Determine Likelihood of Threat Occurrence
 Pearl #6 — Determine the Level of Risk

* Pearl #7 — Identify and Document Improved Security Measures

_§\§le/{4 AMERICAN ACADEMY™ CMS HIPAA Security Series (2007)
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_—
(C Top 10 Tips for Cybersecurity in Health Care N

-

;Q, 1. Establish a Security Culture

l 2. Protect Mobile Devices

B 3. Maintain Good Computer Habits

@8 4. Use a Firewall

v

A 5. Install and Maintain Anti-Virus Software

w

& 6. Plan for the Unexpected

(2 7. Control Access to Protected Health
Information

G 8. Use Strong Passwords and Change Them
Regularly

v

W 9. Limit Network Access
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Ravi’'s Practical Pearls 2024

« Pearl #1 —Who is your IT specialist? Could you text them right now?
« Pearl #2 — Who backs up the data? How often? On-site or off site?

« Pearl #3 — Does your team use internet from desktops or server?

« Pearl #4 — Are all mobile devices encrypted? Wifi secure?

 Pearl #5 — How often Is your security software backed up?

» Pearl #6 — Business Assoclates Agreements (40% = 275 of 734 breaches)

e Pearl #7 — Don’t outsource cybersecurity!
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RaviGoelMD@gmail.com

© @RaviGoelMD (O

www.ProtectingSight.com
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