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T. Boone Pickens Idea of Cybersecurity …
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The good old days

4

CC

HPI

ROS

VA
IOP

Anterior

Segment

Testing

Posterior

Segment

A/P



EMR
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Hollywood Presbyterian Medical Center
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wikipedia (Junkyardsparkle)

Sophos.com screenshot - for identification and

critical commentary relating to the website in question)

2016 - 40 Bitcoin = $17,000

2024 - 40 Bitcoin = $2.2 million

(Annualized ROI 77%)
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Top 10 Hacking/IT Incidents

1.  US Dept HHS Breach of Unsecured Protected Health Information

https://ocrportal.hhs.gov/ocr/breach/breach_report 

2. HIPAAJournal.com (133 million records & 725 data breaches in 2023)

Covered Entity

Individuals 

Affected

1 Welltok, Inc. 14,762,475 

2 HCA Healthcare 11,270,000 

3 Maximus, Inc. 9,179,226 

4

Perry Johnson & 

Associates, Inc. 8,952,212 

5

Managed Care of North 

America 8,861,076 

6 PharMerica Corporation 5,815,591 

7 HealthEC LLC 4,656,293 

8 HealthEquity, Inc. 4,300,000 

9 Reventics, LLC 4,212,823 

10

Concentra Health 

Services, Inc. 3,998,163 

2.4 million

2 million

1.3 million

133 million (2023)

https://ocrportal.hhs.gov/ocr/breach/breach_report
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IRIS, MIPS, & Security Analysis
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Meaningful Use & Security Risk Assessment
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Security Risk Analysis
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• Pearl #1 – Define Scope of Security Risk Analysis

• Pearl #2 – Gather data

• Pearl #3 – Identify potential threats

• Pearl #4 – Assess Existing Security Measures

• Pearl #5 – Determine Likelihood of Threat Occurrence

• Pearl #6 – Determine the Level of Risk

• Pearl #7 – Identify and Document Improved Security Measures

CMS HIPAA Security Series (2007)
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Unsplash



Ravi’s Practical Pearls 2024

• Pearl #1 – Who is your IT specialist?  Could you text them right now?

• Pearl #2 – Who backs up the data? How often? On-site or off site?

• Pearl #3 – Does your team use internet from desktops or server?

• Pearl #4 – Are all mobile devices encrypted?  Wifi secure?

• Pearl #5 – How often is your security software backed up?

• Pearl #6 – Business Associates Agreements (40% = 275 of 734 breaches)

• Pearl #7 – Don’t outsource cybersecurity!
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RaviGoelMD@gmail.com

@RaviGoelMD

www.ProtectingSight.com
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